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Remote Witness Information 
• The Remote Witness functionality differs from the In-Person/Generic Witness option. 
• Remote Witness is considered a business role in Pavaso, meaning they will access the signing 

via Digital Close Enterprise. 
• The Remote Witness creates a Pavaso account. 
• The Remote Witness goes through Knowledge-based Authentication (KBA) and ID validation. 
• The Remote Witness functionality is available only for Remote Online Notarization* 

(RON) signings. 
• The Remote Closing and Video eNotary checkbox needs to be selected for the Remote 

Witness option to appear under the Additional Party Section in Order Details. 
• Users that have used the system as Buyer and Seller Signers in the past cannot be 

added as Remote Witnesses. 
• Users already in Order Details cannot be added as Remote Witnesses (e.g. the Closing Agent 

or Lender in Order Details cannot also be added as a Remote Witness under the Additional 
Parties section). 

• Remote Witnesses cannot be removed once added to the order. 
• If a user already exists in the company, then the Witness role is added to their existing role. 
• A Company Admin marked as a Remote Witness cannot conduct the closing for that order. 
• Lender integrations only: 
• If a payload is submitted without being marked as a RON payload and includes Remote 

Witness information, that information is discarded. 
• If a RON payload is submitted with Remote Witness information and tags are assigned to 

them, the tags will appear properly and will not need modification. 
 

Note: Not all integrations support the Remote Witness role. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

http://www.pavaso.com/


Digital Close Enterprise  Adding a Remote Witness 

 

 

© 2024 Pavaso, Inc. - www.pavaso.com  Page 3 

Important Information About the Remote, In-Person, and 
Unassigned Witness Types  
 

Remote Witness In-Person Witness Unassigned Witness 
Specific to RON or RIN signings IPEN or MDC signings Any signing type 
Separate location and device from 
notary and signer(s) 

Located with notary or signer(s) Must be present in person with 
either notary or signer(s) 

Added to Order Details in advance 
or during a RON session 

Added to Order Details in advance 
or during a signing session 

Not added to the order, but name 
and action of signing captured in 
the Audit Log 

Is existing Pavaso user or creates 
Pavaso account from invitation 
email 

Is existing Pavaso user or creates 
Pavaso account from invitation 
email 

Does not create/retain Pavaso 
account 

Cannot be an individual with an 
existing buyer or seller account on 
Pavaso 

Cannot be an individual with an 
existing buyer or seller account on 
Pavaso 

Can be any individual present with 
notary or signer(s) 

Completes KBA questions and ID 
validation, unless marked as an 
Observer 

Completes KBA questions and ID 
validation, unless marked as an 
Observer 

No system identity validation 

Appears in separate webcam feed 
and must meet minimum system 
requirements 

Does not have a separate device, 
therefore does not need to meet 
system requirements 

Appears either via the notary or a 
signer’s webcam feed for RON or 
RIN, where they are physically 
present 

Notified via email of Remote 
Witness assignment 

Notified via email of Remote 
Witness assignment 

No email notification sent 

Order access revoked 
immediately after closing 
unless existing permission 
applies 
 
Example: Company admin will have 
order access after closing. 

Order access revoked 
immediately after closing 
unless existing permission 
applies 
 
Example: Company admin will have 
order access after closing. 

Order access revoked immediately 
after closing 
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Adding a Remote Witness to an Order  
Remote Witnesses are added to an order via Order Details under the Additional Party section. 

 
 
The following fields appear for a Remote Witness. This information will be used for the identify verification 
during a RON signing:  
Note: Remote Witnesses must be U.S. Citizens with a permanent U.S. address to generate security questions. 
 
 

• Email address* • Street Address* 
• Username • City* 
• First Name* • State* 
• Middle Name • Zip Code* 
• Last Name* • International Phone Number 
• Cell Phone *Denotes required field 

 
A Remote Witness can also be marked as an Observer if identity verification is not required.  
Note: Remote Witnesses marked as Observers cannot sign digitally. 
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Signers cannot be added to the order as a Remote Witness.  
If a Signer is added as a Remote Witness, the error below appears: 

 
 
A Title or Lender user not listed in Order Details for the current order can be added as a Remote Witness.  
Any Title or Lender user listed in Order Details cannot be added as a Remote Witness.  
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Adding Remote Witness Tags  
Select Edit or the edit icon next to specific documents. 

 
A. Within Edit mode, select the Signature digital tag. Click once to select the tag, hover over the 
document, and click again to drop it. Tags are not drag and drop from the bank.  
B. Select the user assignment drop-down.  
C. Select [Witness Name], witness from the Signer drop-down to assign the tag to a specific Remote 
Witness.  

 
D. Closing will be selected and cannot be changed. 
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E. The Remote Witness tag can be linked to a buyer or seller signer type. Select the appropriate option 
from the drop-down.  

 
 
Select Save after placing and modifying any tags. 

 
 

 
 
 
 
 
 
 
 
 
 
 
 
 

http://www.pavaso.com/


Digital Close Enterprise  Adding a Remote Witness 

 

 

© 2024 Pavaso, Inc. - www.pavaso.com  Page 8 

Adding a Remote Witness Initials Tag  
A. Within Edit mode, select the Signature digital tag. Click once to select the tag, hover over the 
document, and click again to drop it. Tags are not drag and drop from the bank.  
B. Select the user assignment drop-down.  
C. Select [Witness Name], witness from the drop-down to assign the tag to a specific Remote Witness.  

 
 

D. Closing will be selected and cannot be changed. 
E. The Remote Witness tag can be linked to a buyer or seller signer type. Select the appropriate option 
from the drop-down.  

 
 
Select Save after placing and modifying any tags. 
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Remote Witness Access and Notification  
• Notification is sent to the remote witness when the Signer(s) are invited to the order.  
• Remote Witnesses see the most recent order association at the top of the Order Lobby.  
• Remote Witnesses cannot edit/view Order Details, access Pre-Closing Review phase, Access Closing 
Setup phase, or edit documents.  
• Remote Witnesses lose access to completed orders and do not see them in their order lobby after 
they are closed, unless existing permissions apply.  
Example: If the Remote Witness is an Admin of the order-owner company, they will retain access to the order to 
the level of their admin rights.  
• A Company Admin marked as Witness in Order Details cannot conduct the closing.  

 
New User - Remote Witness Access  
If the Remote Witness is a new user on Pavaso, the following email is sent to them with an account activation 
link:  

 
 
The Remote Witness is directed to Pavaso to create a username and password. 
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Select how to receive the code and select Send Code. 

 
 
Enter the code and select Sign In. 

 
 

Select I agree to continue. 
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Select Digital Close Enterprise. 

 
 
In the Lobby, select the Order. 

 
 
Select Continue. 
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Entering the Signing  
Enter the same verification code and select Accept. Codes are valid for 15 minutes. If the code has expired, 
select Resend Code. 

 
 
Fill out the required fields and select Continue. 

 
 
Check-in video and audio test. Confirm Microphone, Speaker, Camera. Once all is confirmed, Select 
Continue. 
Note: The browser should show a green check, if not, try another browser.. 
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The Remote Witness completes the system test. This confirms camera, microphone, and speakers are 
operational. If the system test is completed in advance, it will need to be completed again before entering the 
signing.  
Note: If Chrome is the selected browser, a plugin will need to be installed. 
 
The Remote Witness will need to confirm their Date of Birth and Last 4 of their SSN. Once all required fields 
are filled in, Select Continue. 

 
 
Once the DOB and SSN are complete, the Remote Witness will need to complete security questions. Select 
Continue. 
Note: They will have 2 minutes and 2 attempts to complete this step and answer 4 of 5 questions correctly.  
Note: Closing agent has the option to skip this process. 
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Note: If they do not pass the KBA/security questions after both attempts, they will be locked out for twenty-four (24) hours 
and must wait to try again.  
Note: The Remote Witness cannot proceed until the Closing Agent has begun the session. 
 
As the Closing Agent begins the session, the Remote Witness will be prompted to validate their ID. Valid forms 
of ID are:  

• Government-issued passport  
• Government-issued driver’s license  
• Government-issued identification card  

Note: Closing agent has the option to skip this process. 
 
The Remote Witness selects the ID type from the drop-down, enters their phone number, then selects 
Continue. 
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Note: The Remote Witness must use a smartphone with working camera and ability to receive a text from a US-based 
phone number. The system cannot send texts to third-party messaging applications. 
 
 
The Remote Witness will receive a text message and capture the front and back of their chosen form of ID. 
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Adding Remote Witness to Signing  
Once documents have been confirmed and the session starts, select Add. 

 
Select the Witness(s) along with other parties and select Add. 
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Remote Witness Closing View  
The Remote Witness will view the Closing Agent’s screen. This includes all documents visible to the Closing 
Agent and the webcam feeds of participants.  

 
 
When the Remote Witness is sent a document to sign, they will have to share their screen. They need to give 
permission by selecting OK. 
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They will then select their assigned tag to apply their signature(s) or initial(s) on the document. When finished, 
they select Continue to pass the document back to the notary. 

 
 

Once all documents are signed by the Remote Witness, they will get a pop up saying their actions are 
complete and select Continue. 
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Remote Witness Tags During Signing  
The Remote Witness selects the appropriate tag.  

 
 
A pop up for signature and initials will show. The Remote Witness must: 

A. Fill out the Full Name and Initials fields. 
B. Draw a signature and initials. 
C. Select Save. 

Note: Select Clear to re-draw. 

 
 
Repeat steps for any remaining Signature or Initial boxes. When finished with a document, select Continue. 
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Adding Witness Tags During Closing 
Select the Edit Tags button. 

 
 
Select relevant tag(s) for the witness. 

 
 

Select Witness. 

 
Once all new tags are complete, select Save Changes. 

 
 

Select Yes to confirm your changes. 
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Select Continue when finished. 
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Adding a Remote Witness During Signing  
If the Remote Witness added during order configuration cannot attend the closing or an additional Remote 
Witness needs to be added during a closing, the Closing Agent selects Invite Participant.  

 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
The Closing Agent enters the email address of the Remote Witness and selects Invite Participant.  
Note: The new Remote Witnesses must go through ID Validation and KBA/security questions before entering the session. 
Follow the same steps listed above for the first witness. 

 
 
The Remote Witness will be present in the session and can view the Closing Agent’s screen.  
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Post-Closing  
After the order has moved to the Closed status, the Remote Witness access is revoked. The actions and 
presence of the Remote Witness will be tracked in the Audit Log. 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
Pavaso Support 
Support Hours: https://pavaso.com/contact/  
Phone/ Closing Hotline: (866) 288-7051 
Email: support@pavaso.com 
View Our 24/7 Online Help Library 

http://www.pavaso.com/
https://pavaso.com/contact/
https://www.pavaso.com/training/support-center
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